Kubepo6e3onacuocrn
HNudpopmanuoHHas naMsATKA /151 HeCOBePILIEHHOJIETHUX N0 BONPocaM Kudepoe30nacHoCTH
B ceTu «UHTEpHET)

Kubepbe3onacHOCTh

KoMnbnioTepHbie BUPYCHI

KoMmnbroTepHblii BUpYC - 3TO Pa3HOBUJIHOCTH KOMIBIOTEPHBIX MPOrPaMM, OTIUYUTEIHHOU
OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CHOCOOHOCTh K Pa3MHOXKEHHIO (KOMUpOBaHHIO). B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl u
JaHHbIE, MOJKOHTPOJIBHBIE IMOJIB30BATENI0, OT UMEHH KOTOpOro Obula 3amylleHa 3apakéHHas
IporpaMma, a TakKe MOBPEAUTh WIN JIaXKe YHUUYTOXKUTh OMNEPALMOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11enioM. B 60IbIIMHCTBE CllydaeB pacipOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3a1IUTHI OT BPEIOHOCHBIX IPOrPaMM:

1. Ucnons3yii coBpeMeHHbIE OTEPAIMOHHBIE CHCTEMBI, MMEIOIIHME CEPLE3HBIN YPOBEHb
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrosHHO ycranaBnuBail mnatuv (UM(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTAQHABJIMBAIOTCS C LEJIbI0 JAOPaOOTKM HpOrpamMMbl) W Jpyrue OOHOBJIEHUS CBOEH
oTepanMoHHoN cucteMbl. CKayMBail MX TOJBKO ¢ OQHUIIMAIBHOTO caita pa3paboTdmka
OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOTO OOHOBIIEHUS, BKJIIOUYH €I0;

3. Paboraii Ha CBOEM KOMIILIOTEPE 10| IPABAMH IOJIb30BATENS, @ HE aIMUHUCTPATOPa. ITO
HE IMO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM MHCTAUNIMPOBAThCS Ha TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonb3yll aHTUBUPYCHBIE TPOTPAMMHBIE TPOAYKTHI HM3BECTHBIX MPOU3BOJMUTENEH, €

aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb QU3NYECKHUI T0CTYN K KOMIBIOTEPY /7151 HOCTOPOHHUX JIMII;

Hcnonb3yil BHEUIHME HOCUTENM WHGOpMAlMU, Takue Kak (iemka, IucK uiu Qaiin u3

HHuTepHeTa, TONBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIBLIOTEPHBIE (halIIbI, MONYIEHHBIE U3 HEHAIEKHBIX MCTOYHUKOB. Jlaxe
Te (hailibl, KOTOpbIe MpUCIaN TBOM 3HAKOMBIN. Jlydlie yrouHu y HEro, OTHPAaBIIsUI JIU OH
Tebe ux.

o 0

Ceru WI-FI

C nomorpro WI-Fi MokHO monydnTh O€CIIaTHBIN UHTEPHET-OCTYI B OOIIECTBEHHBIX MECTAX:
Kade, OTeNsIX, TOPTOBBIX IEHTPAX W a’pomoprax. Tak ke SIBISETCS OTIUYHOW BO3MOXKHOCTHIO
BbIxofa B MHTepHeT. Ho MHOTrMe sKkcmepThl cumrtaror, 4to obmenoctynHeie WiFi cetu He
SIBIISIFOTCST 0€30MaCHBIMH.

CoBeTbl 110 6€30M1aCHOCTH Pa6OTHI B 001Ie10CTYNHBIX ceTsix Wi-fi

1. He nepenagaii cBoro muunyro uadopmanuio 4epes odmenoctynnusie Wi-Fi cern. PaGoras
B HHUX, XXCJIAaTCJIbHO HC BBOJAUTH MMapOJIM AOCTYIIA, TOTMHBI U KaKUC-TO HOMEPA,

2. Vcnonb3yit M OOHOBJIAM aHTHBHMPYCHBIE NPOrpaMMbl U OpaHaMaydp. TeM caMbIM ThI
obe3omacuiib ce0s OT 3aKa4YKu BUPyca Ha TBOE YCTPOUCTBO;


http://licey2-angarsk.ru/kib-b.pdf

3. pu wucnonszoBanuu Wi-Fi orkmoun ¢ynkimio «O0mmii  goctyn Kk  (ailnam u
npuntepam». JlanHas ¢GyHKOUS 3aKpbITa [0 YMOJIYaHHUIO, OJHAKO HEKOTOphIe
N0JIb30BATEIH AKTUBUPYIOT €€ 17151 y100CTBa HCIIOIb30BaHus B paboTe mim y4eoe;

4. He ucnonn3dyit nyomuunbii WI-FI s nepenauv IWYHBIX JAHHBIX, HAIpUMeEp, IS
BBIX0/Ia B COI[MAILHBIC CETU WJIU B AJICKTPOHHYIO MOYTY;

5. HUcnonb3yil Tonpko 3ammineHHoe coequnenue uepes HTTPS, a me HTTP, T.e. npu
Habope BeO-aapeca BBoM UMEHHO «https://»;

6. B moGuisHOM Tenedone otkimroun ¢pyukiuio «Iloakmodenne k Wi-Fi aBromaTnueckmy.
He nomyckaii aBTOMaTH4ecKoro MOJKIIOYECHHs yCcTpolcTBa K ceTsim Wi-Fi 6e3 TBoero
coryiacusl.

ConuajbHble CeTH

ConmanbHasg ceTb - 3TO CalT, KOTOPBIA NPEAOCTABISIET BO3MOKHOCTH JIIOASM OCYILECTBISATH
oOuieHne Mexy co0oil B uHTepHeTe. Yaile Bcero B HUX JUIsl Ka)KJOTO YEJIOBEKAa BbIIEISAETCS
CBOs JINYHAs CTPAaHMYKa, HA KOTOPOM OH yKa3bIBaeT O cebe pazauyuHyro MH(POPMALUIO, HaunHas
OT UMEHH, (aMHINM W 3aKaH4YMBasg JMYHBIMH (oTorpadusimu. MHOTHE MNOIB30BATEIH HE
HOHUMAIOT, YTO HH(pOpMalLMs, pa3MEIIEHHAas UMU B COLIMATIBHBIX CETSAX, MOXKET OBITh HaiiJleHa U
UCTIOJIb30BaHa KEM YTOJIHO, B TOM YHCIIE HE 0053aTeNbHO C OJIarMMU HAMEPEHUSIMHU.

OcHOBHBIE COBETHI 110 0€3011aCHOCTH B COIMAJBbHBIX CETHAX:

1. Orpannub chnucox gapyseil. Y Tebs B Jpy3biX HE JODKHO OBITH CIyYaiiHBIX |
HE3HAKOMBIX JIFOJICH;

2. 3amuiail CBOKO YaCTHYIO u3Hb. He ykasbiBaii maponu, TenedoHbl, aapeca, JaTy TBOEro
POXACHUS U JIPYTYIO JIMYHYI0 HH(POPMAIUIO. 3JI0yMBIIUIEHHUKHA MOTYT HCIIOJIb30BaTh
Jla’ke MH(OpPMAIUIO O TOM, KaK Thl U TBOU POAUTEINN TNIAHUPYETE MPOBECTH KAaHUKYIIbI,

3. 3amumiaii CBOIO PEMYTAIMIO - IEPKHU €€ B UUCTOTE M 3aaBaii ceOe BOIpOC: XOTeN OBl Th,
4TOOBI IpYTrHe MOJIb30BaTeNU BUAEIH, YTO ThI 3arpyxaemib? [logymaii, mpexae yem urto-
TO ONyOJIMKOBaTh, HANIUCATh U 3arPy3UTh;

4. Ecnu Tbl TOBOPHUILb C JIIOABMH, KOTOPHIX HE 3HAEIb, HE MCIONB3YH CBOE pealbHOE UMS U
JPYTyIo JUYHYIO0 HH(OPMALUU: UM, MECTO JKUTEJIbCTBA, MECTO y4eObl U Mpoyee;

5. MWs0Geraii pasmemenus Gpororpaduii B UHTEpHETE, I/l THI N300paKEH HA MECTHOCTH, I10
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOIOJIOKEHHUE;

6. Tlpu perucrpaiu B COLMAILHON CETH HEOOXOAMMO HCIOJIB30BaTh CIIOKHBIE MApOJIH,
cocTosuIre u3 OykB U M(pP U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. Jlns couManbHOM CEeTH, TMOYTHI M APYIHX CAaNTOB HEOOXOIMMO HCIOJB30BATh PA3HBIE
naponu. Torna eciau Tedst B3IOMArOT, TO 3J0YMBIIUIEHHUKH TOJy4YaT AOCTYI TOJNBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

DIEKTPOHHDLIE JeHbI'H

SHCKTpOHHLIC JCHBI' — O9TO OYCHb y,[[O6HBIfI CII0c00 HJ'IaTe)KefI, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYNUTH OTU ACHBI'U.

SHCKTpOHHLIC JCHbI'M IIOABUJIIMCH COBCEM HCAABHO MW HMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHH (QyHKIMOHHPYIOT U O HHX YK€ MPOIMHCAHO B 3aKOHE, TJIe UX pa3leisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO TE, B



KOTOPBIX pa3peniaercss MpPOBOJUTH oOmepanuu 0e3 WACHTH(PHUKAIMK MOJb30BaTess, a B HE
QHOHUMHBIX UACHTU(PHUKALMU TI0JIb30BATEIN ABISAETCA 0053aTEIBbHOM.

Taxxe cienyer pa3auyarh 3JEKTPOHHbIE (PUATHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM )
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OcHoBHBIE cOBeThI 10 0e30n1acHOi padoTe ¢ 3JIEKTPOHHBIMH IeHbIAMH .

1. Tpussxu k cuery MOOWIBHBIM TenehoH. DTO caMblil YIOOHBIM M OLICTPBIA CIIOCOO
BOCCTaHOBUTH JOCTYI K cueTy. [IpuBsizaHHbIil TeIeOH MTOMOKET, eciu 3a0yaelb CBOM
IJIATEXKHBIN [1apOJIb UIIU 3alIelIb HA CAlT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnons3yii omHopa3oBble mapond. Ilocie mepexona Ha yCHJIEHHYI aBTOPHM3AlMI0 Tehe
yke He Oy/IeT yrpoKaTh OMaCHOCTh KPa)KH WJIU TiepexBaTa IIaTeKHOT0 MapoJis;

3. Bribepu cioxkHbIi napoib. [IpecTynHukam OyaeT He IPOCTO Yraaarh CIOXKHBIA MapoJib.
Hanexubie maposn — 3TO mapoju, KOTOPbIE COJIEPKAT HE MEHEee § 3HAKOB M BKIIOUYAIOT
B ce0s CTpOYHbIE U MPONHUCHBIE OYKBBI, HU(GPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKIMIIATEBHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAU CBOM JIMYHBIE JJAHHBIE HA CAWTAX, KOTOPHIM HE JIOBEPSIEILb.

DJIIEKTPOHHAS MOYTA

ONEeKTPOHHAsl I0YTa — 3TO TEXHOJOTUS U IPENOCTABIAEMbIE €10 YCIYI'M IO MEPECHUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOIICHHUH, KOTOpBhIE paCHpEAeNsioTCs B KOMIBIOTEPHOH CeTH.
O6bruHO 3JIEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOIUM o0Opa3zom:
UMs_TIOJb30BaTeNA(@uUMs_oMeHa. Takke Kpome Tepeladyd MpPOCTOro TeKCTa, HMeeTCs
BO3MOYKHOCTb TIepeiaBaTh (pauibl.

OcHoBHbBIE cOBeThI 110 0e30nacHoil padoTe ¢ 3JIEKTPOHHOM MOYTO¥

1. Hano BeIOpaTh NMpaBUIILHBIN TOYTOBKIN cepBuc. B IHTEpHETE €CTH OTPOMHBIH BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIE 0BEPSITh TEM, KOTO 3HAEIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaswiBall B JMYHOW TOYTE JMYHYKO MHpopManuioo. Hampumep, jydiie BeIOparh
«My3bIKaJIbHBIN _(panaT@» win «pok2013» BMecTo «remal3»;

3. HMcnons3yil IBYXOTAalHYI0 aBTOPU3ALMIO. DTO KOTAa IOMHMO I1apojis HYXXHO BBOIUTH
KO/, IpHUChIIaeMblil 1o SMS;

4. Bribepu CIOKHBIM Mapoib. JIus KakJoro MOYTOBOrO SIIUKA JOJDKEH OBITH CBOI
HaJICKHBIA, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTth BO3MOKHOCTH HAlMCaTh CaMOMY CBOW JIMYHBIM BOINPOC, WCIOJB3yH OTY
BO3MOKHOCTB;

6. Vcnonb3yil HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBBIH JUIi 9acTHOM MEPENUCKH C
azpecaTtaMu, KOTOPBIM ThI JOBEPsIEIIb. DTO 3JIEKTPOHHBIA aIpec HE HAJ0 HCIIOIb30BaTh
IpU perucTpanuu Ha opymax U cairax;

7. He oTkpbiBaii (hailsibl ¥ JPYTHE BIOKEHUS B MUCHMAX JaXe€ €CITM OHU MPULLIA OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIIPABIISUIN T OHU TeOe ITH (ailiibl;

8. Tlocie okoHuyaHus paGOTHI Ha MOYTOBOM CEPBHCE IMEPE]] 3aKPHITHEM BKJIAIKH C CAHTOM
He 3a0y/b Ha)KaTh Ha «BBIATHY.

KnoepOyaJaulr ujiy BUPTYAJLHOE H31€BATEILCTBO




KubepOynauHr — mpeciiefoBaHNe COOOIICHUSIMH, COJAEP)KAIIMMHU OCKOPOJICHHUS, arpeccuio,
3aIyTMBaHKE; XYJIUTAaHCTBO; COIHAJIbHOE OOWKOTMPOBAHUE C TTOMOINBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHbBIE coBeThI 10 0opble ¢ KNdepOyJIMHIOM:

1. He 6pocaiics B Goit. JIyuinuii cioco0: OCOBETOBATHLCA Kak ce0s BECTH M, €CJIM HET TOTO,
K KOMY MOXXHO OOpaTWUThCS, TO BHAYale yCHOKOWUTHCS. EcCIM Thl HauHemb OTBEYaTh
OCKOPOJIEHUSMH Ha OCKOPOJICHHUS, TO TOJBKO elie OOJIBIIE pa30kKKelTh KOHDIUKT;,

VYnpasisii cBoei kubeppernyranueii;

N

3. AHOHUMHOCT, B CETH MHHUMad. CYH_[CCTBYIOT CII0COOBI BBIAICHUTHB, KTO CTOHT 3a
AHOHUMHBIM aKKayHTOM,

4. He crouT BeCTH XYJIUTAHCKUH 00pa3 BUPTYaJIbHOM Xu3HH. VIHTEPHET (QUKCHPYET BCe
TBOM JICUCTBUSA U COXPAHAET UX. Y AAIUTh UX OyIeT KpaliHe 3aTpyAHUTEIBHO;

Benu cebdst BeKINBO;

o o

WUrnopupyit enuHuuHblii HeratuB. OnHOpPa30Bble OCKOPOUTENIbHBIE COOOLICHMS JIydllle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpalaeTcs Ha Ha4ajabHOU CTaauy;

7. Bau arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLICHUSIMH, B COLUAJIBHBIX

CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOILIECHUHN C ONPEEICHHbIX a/IpECOB;

8. Ecniu Thl  cBumerens KubepOymnuara. TBOM — I€HCTBUS:  BBICTYIIUTH — IIPOTUB
npeciefoBarelis, I0Ka3aTh €My, 4YTO €ro JAEWCTBUS OLCHMBAIOTCS HETaTHUBHO,
NOJJEPKATh JKEPTBY, KOTOPOU HY)KHA IICUXOJIOTMYECKas MOMOIIb, COOOIIUTH B3POCIIBIM
0 (hakTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOnabHbIN TeJaedoH

CoBpemeHHble cMapTHOHBI U IIJIAHILETHl COIEP)KaT B ce0€ BIOJHE B3POCHbIA (PYHKIMOHAN, U
TENnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHAPHBIMM KoMIbroTepamu. OOHAaKo, CpencTB
3alUThl AJIs MOJAO0OHBIX YCTPONCTB MOKA OYEHb Mayo. TecTMpoBaHHE U MOMCK YSI3BMMOCTEH B
HUX NPOMCXOJUT HE Tak MHTeHCUBHO, kak ais [IK, To ke camoe kacaercss U MOOMIJIBHBIX
MIPUIIOKEHU .

CoBpemeHHbIE MOOUIIBHBIE Opay3ephl y)Ke MPAKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacupeHue (yHKIIMOHAJa BIIeUeT 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.

Jlaneko He Bce MNPOU3BOAMUTENN BBIMYCKAIOT OOHOBJIECHMS, 3aKpBIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€301aCHOCTH MOOMJILHOTO TeJiedoHa:

1. Byxas ocroposkeH, Beab Korjaa Te0e MpeiIararoT 6eCIuIaTHbIA KOHTEHT, B HEM MOT'YT OBITh
CKPBITBI KAKUE-TO TUIATHBIE YCITYTH,

2. Jlymaii, npexze 4eM otnpaButh SMS, ¢oto wiam Buaeo. Thl TOYHO 3HAEIIb, IJ€ OHH
OyAyT B KOHEUHOM UTOTE?

HeobxoammMo 0GHOBIATE ONEpallMOHHYI0 CUCTEMY TBOETO cMapT(oHa;
Hcnone3yit aHTUBUPYCHBIE IPOTPAMMBI JJ11 MOOUITBHBIX TeNe()OHOB;

ok w

He 3arpy>1<a171 IPHUIIOKCHUA OT HEU3BCCTHOI'O MCTOYHHUKA, BCAb OHHU MOI'YT COJACPIKATH

BPEIOHOCHOE MPOTPaMMHOE 00eCIIeYeHHE;

6. Ilocme TOro kak THl BBIAAEIIL C caiiTa, rje BBOAWI JIHYHYI0O MH()OPMALUIO, 3aiiau B
HACTPOUKH Opay3epa u ynanu cookies;

7. Tlepuoauuecky NPOBEPsii KAKUE TUIATHBIE YCIYyTU AKTUBUPOBAHBI HA TBOEM HOMEDE;



8. JlaBaii cBOI HOMEP MOGHIILHOTO Tele(OHA TOJBKO JFOIAM, KOTOPBIX Thl 3HAEIIb U KOMY
JIOBEPSICIIIb;

9. Bluetooth momkeH ObITH BBHIKIIOYEH, KOT/IA ThI UM HE MOJb3yelbes. He 3abbiBaii unorma
MIPOBEPSTH ITO.

@OUIIMHT UK KPaKa JHYHBIX JAHHbIX

I'maBnas o eiib (1)I/IH_II/IHI‘ - BUJa I/IHTepHeT-MOH_IeHHI/I‘-ICCTBa, COCTOHUT B MMOJIY4YCHHUHN
KOH(UACHIIMATBHBIX JaHHBIX MOJb30BaTelIeld — JIOTMHOB M mapoiei. Ha aHrmumiickom s3bpike
phishing uynraercs xak ¢pumuHr (ot fishing — pr16Has 10Bs, password — maposb).

OcHoBHBIE coBeThI 10 0opble ¢ GUIIMHIOM:

1. Cnenm 3a cBonM akkayHTOM. ECiM ThI 10103p€eBaciiib, YTO TBOS aHKETa ObLIa B3JIOMAHA,
TO HEOOXOMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHICTPATOpaM pecypca 00 ITOM Kak
MOYKHO CKOpee;

2. Vcnonp3yit Ge3omacHble BEO-CaWThl, B TOM YMCIIE, HHTEPHET-MAra3MHOB M IOUCKOBBIX
CHCTEM;

3. Ucnonb3yil CI0kKHBIE M pa3Hble mapoid. Takum o0pasoM, €ciu Teds B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKY 10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, & HE KO
BCEM;

4, Ecnu 1ebs B31OMaId, TO HEOOXOAUMO NMPEAYIIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBiieHbl y Te€OsI B IpY3bsIX, O TOM, 4TO T€OsI B3JIOMalI U, BO3MOKHO, OT TBOETO UMEHH

OyJIeT pacchlIaThCsl ClIaM U CCHUIKH Ha (PUINMHTOBEIC CAlTHI,

YcranoBu HanexHbIH maposib (PIN) Ha MoOMIBHBIM TenedoH;

OTKJII0YM cOXpaHEHUE MapoJisi B Opaysepe;

He oTkpeiBaii ¢aiinel 1 Apyrie BIOKEHUS B MUCbMaxX Ja)Ke €CIIM OHHM MPUILTH OT TBOUX

npys3eil. Jlydine yTouHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paitibl.

~No o



